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1.0 Background Introduction 
If you want to let the browser trust a HTTPS service (hereinafter referred to as the 

service), the service must use a certificate that is o n the browser's trusted certificate chain. 
Generally, certificates need to be purchased and bound to a domain name, similar to the 
following image： 

 

But if the service is on the intranet and cannot use a domain name, can the browser 
trust the service based on the IP address? The answer is yes, but it requires all the 
computers where the browser is located to manually import the root certificate. All clients 
use a single root certificate, which is easier to distribute. Taking Chrome as an example, if 
there are multiple services, only the certificate needs to be generated on each server, and 
the root certificate remains unchanged. 
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2.0 Configuration method 
If you want to access the service before configuration, you need to manually trust it, as 

shown in the following figure： 

 

After configuration, if you access the service, it has become a trusted service, as shown 
in the following figure： 
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2.1 Server configuration 

2.1.1 Generate certificate 
Assuming the service IP address is 10.168.1.128, when entering the service root directory, 

Windows needs to open cmd.exe. 

Execute genca.bat 10.168.1.128 (Linux is ./genca.sh) and refer to the following figure. 
Enter the password 1234： 

 

 

 

 

2.1.2 Application certificate 
The new certificate generated in the previous step is under the certificate folder, with 

the file name ca.pem. The file structure is the same on Linux and Windows, as shown in 
the following figure： 
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Then delete server.pem, rename ca.pem to server.pem, and restart the service. The 
new certificate will be applied after the service restarts. 

At the same time, copy the rootCA.crt file and distribute it to the computers where 
Chrome needs to access the service. The root certificate is fixed. Multiple services can be 
applied. If you need to modify the root certificate information, you can modify 
genrootca.bat (genrootca.sh) and generate a new root certificate. It is recommended that 
all services share a root certificate in a project, which makes it easier to distribute the root 
certificate. If the root certificate changes, all service certificates need to be recreated 
because the service certificates are issued using the root certificate. 
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2.2 Configuration of the machine where the browser is located 

2.2.1 Import root certificate 
Double-click rootCA.crt copied from the service to open it, and follow the screenshot 

below： 
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Finally, it is displayed that the import is successful, and the service has become a 
trusted service after the import is successful. 


