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1.0 Background Introduction

If you want to make the browser trust a HTTPS service (hereinafter referred to as the
service), the service must use a certificate that is on the browser's trusted certificate chain.
Generally, certificates need to be purchased and bound to a domain name, similar to the

following image:
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2.0 Configuration method

2.1 Server configuration

First, purchase an https certificate online. It is recommended to purchase an https
certificate on Alibaba. After purchasing the certificate, download the type of certificate file.
It is recommended to download the nginx type of certificate file. After decompressing the
downloaded certificate file, you will get two files with the key and pem suffixes. (This
example uses Linux, but the certificate file for Windows is also a compressed file.) As

shown in the following figure:

-rw-r--r-- 1 root root 1675 May 28 2019 2275836_l1inkingvision.cn. key
-rw-r--r-- 1 root root 4073 May 28 2019 2275836_linkingvision. cn_nginx. zip
-rw-r--r-- 1 root root 3683 May 28 2019 2275836_linkingvision.cn.pem

T . m e b '

If you are using an nginx type certificate, you can refer to the h5s user manual for the https
certificate configuration section.

Use a text compiler (note pad++is recommended) to first clear the content in server.pem,
and copy the PEM file and key file contents of nginx to server.pem one after another. The
final file structure can refer to the following figure.

After modifying the server.pem file, restart the H5S service.

1 BEGIN CERTIFICATE

2 MIIFmjCCBIKgAWIBAQIQAXUNQOMIWUSWVD2tJGPYTDANBgkghkiGIw0BADSFADBU

3 MQSWCQYDVQQGEWIVUZEVMBMGA 1 UEChMMRGI naUN1 cnQgSWSiMRkWEWY DVQQLEZB3
d3cuf2GlnaWNlcngu¥29tMS 0wEwYDVOQDEyRFbmNyeXB0aWsuIEV2ZXI5d2h 1 cmUg
RFYQVExTIENBICOgRzEWHhCNMT kwNT I 4MDAWMDAWWHCNM] AWNT I 3MTTwMDAWW AL
M 31qus $bhgE1 DANBgkghkiGow0RAQSFAROCAQEASOCR2 i at uVqWi SaWyYFSID5tg
HMbDOVYOfP5+PuMMg jAS06bhPNLAZx 31552600 6TvyWoLMZBO2VhRYpow SN Puw /
EWogSKsH7cD1Dqu¥nRalXSATCAXUSVIS2egG51 9dOANydpyzUUL1B3+Xz jsnSRMga
raéG0FEéGUCG2FVEIJTJCriXz/RICWINX0Y TetXoBQaHUNGEXS5cazlJhZsQ2ECuG
WHBAAYZV46G] 6/gRELIG+r6nH3nve JMUUELOL 6GehSNEGMKIQLZinzsaImYKUjWDa
2RgexBTMASSEduCCSRgIptQQ30rTcPx0cRgnDrMmgm2ReiM2Ng 8 kpCEJgNR1pg==

14 MIIEQjCCA5SKGAWIBAgIQANMSRYVBSKWI+YBTZSYbSTANBgkghkiGIwOBAQSFADBh
MQSWCQYDVQQGEWIVUZEVMEMGA 1 UEChMMRGLNaUN] cnQgSW5 JMRKWEWYDVQQLEXB 3
d3cuZGlnaWNlenQuy 2 9tMSAWHGYDVQQDERdEaWdpQ2VydCBHDG 91 YWy UmSvdCED
QTAeFWOXNZEXM] cxM]Q2MTBaFwilyNzEXM] cxM] Q2MTBaMG4xCzAJBgNVBAYTALVT
SWW3AU4ETE+GRE2kFzYE2kbySSFrHdPomunx2HBzViUchGoofGgg 7gHWOW 3MLQAKXW
MOrSLUvSterB82QDWYNPaUy4tacomya J+VB+EwxHstSig0lSNF2aevgdrgerineiV
20 4YSBO3YQp2t3TeZHMSESfkus74nQyWipRGezj+TC44xCagCQ0zzNmMZEAP25SnCrT
21 sNEZDpRVMNLEJEXBRAjmOsC3INGCQUKURXbZBYVE] CqARSL1LOI+9wXJerLEYErjy
22  IMEWaBFLmEEK/AHNF42ihwPGOCTWEUHCZBEXHSREZINNWWWnKUTPIOHENVHE 1g==

MIIEowIBARKCAQEAhaTiThCi4Z0tSx9CE+tI1lxXtTCSLTIURUYFuIwDP1S0alUUTE
z I1¥26X]) Ly MwkOUeanGuEUC+CKWdakouTod8EM4verAgolBwqnx 0XMV2LIV4Cax
27 5b8GdLlf62xajR/MEGOTLESIqi08PTYIPTKVIRYbDGvE0ShUIhMNUTALS 1 IMEONS
28 Em+JhDiJAqiDmpimsGskqGbvuytRCBVEMIRV1oF] kKEYWLEBrginscMo+alkRGqud

Dha+eP5yhgT13QuaFges/QNUSKHDVE+AKESXrhr YvvX N2 JkRENOZ2 FCr sphNAhg=aps

2P4zrwKBgDUFkBgUSHYOSCEqyFONUA62 1 TeSp/ kE/PeN2ZBri IQaT0ShQL 3ZWAL/n

XgWnUBJI1IM4 hWTngopGCPEn 3FZk2hHoPL YF45R10GhXASGAE6BAV+POXSbuBWNk

i2aTwlQ/6B0OzalWoPr/rqz 0XCOs2A04FTgoxpeMdwPuzonlxtKAp

END RSA ERIVATE KEY

There is another situation where the https certificate is not purchased on Alibaba, but on
other platforms or locations. The certificate type after purchase is not nginx, but in other
formats. After decompression, there are no files with the pem or key suffixes, as shown in

the following image:
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» source ¥ armatura.one 550 Certificate

#u

Marne Date rnodified

_ arrmatura.one 127572023 2:04 A
5 ca_bundle 12/5/2023 2:05 &hA
ol certificate 12/5/2023 2:05 &M
|=| Hash 12/5/2023 2:13 &hA
| private 12/5/2023 2:05 &M

Then right-click to edit each file after unzipping (it is recommended to use the notepad++
text compiler, including the following copying operation, also using notepad++). Don't
worry about the file icon, just right-click to edit each file and view the contents inside each
file.

» source » armatura.one 350 Certificate »

s

Mame Date rodified

i armatura.ane 124572023 2:04 &AM
B ':a-. . Open Method b @ UltraEdit Professional Text/Hex Editor
Sl certificate W File éilmming . Visual Studio Code

=] Hash

i | Notepad
| private

[Z] writing board

W Batch Change Document Format
T Material management

W7 Upload to Rice Husk Resource Center B Microsoft Store Search for Microsoft Store

& Uplead or synchronize to WPS > Choose other applications

Until the file content can be matched with the server.pem file field of h5s. Then copy the
corresponding file content to the server.pem file of h5s in order (clear the contents of the
server.pem file before copying). The file format cannot be messed up when copying, as

shown in the following figure:
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"] server.pem - Notepad
File Edit Format View Help

MIIEODCCAICgAwWIBAgUALLafhvTZgPDMAOGCSqGSIb3DQEBCWUAMFAXCZAJBgNY
BAYTAKNOMREWDwYDVQQIDAhTaGFuZ2hhaTEWMBQGATUECgwNbGlua2luzZ3Zpc2
bjEWMBQGA1UEAWWNDGIlua2luZ3Zpc2ivbjAeFwiyMjA3SMDQWOTEOMzBaFw0zMjA3

<

ATUECgwNbGlua2luZ3Zpc2lvbjEYMBYGATUEAWWPMTkyLjE20C4XMDAUMTQ1MIIB
lJANBgkghkiGI9wOBAQEFAAOCAQBAMIIBCgKCAQEA4ycKp84AT5ulcvhhOdebXpEc
MOYp9ALK2SLDGTkdFdRtNhS5/ZcuQGDOCS/+Kuxe5pjbhQyhCf2rquPrjkziDgyv
Uj+X83IMNAWIEdCQWYjNSsd3RsuWUXZGNNTCnkD +r+peTKiZOrPHCxoLCOhLcfzeD)|
AsalgeWG02cM 1DfowaWCv2N/clgP26KfCITXQk4TXGqoFrRSIfTOONZuxy50xErd
RiMhhkk18H6WHSG4lwQ8loM3HjR3AEC/8uSIXQUGXhfHGem/rESqcaY1iDhN3 +vz
ucDnJHsF4UwvCJ0kQAGzoRQjT+CCvRH3Z11635Dnu67MAMKGgDJkwaUNjjLUQID

mgWokhug4sY5hWE/tzSrA10zQ45VY3b47 cvyupJRC3Q3LudMOox5INyoa7 Gff2hk
ZP1z3zqPWZL8aWyPa3NLu9k0UFb2HCBKfifRUBUy3YJhfvL2qs4WsnxRTFyu3i5
zETCIbNdqTkSIdmrlfersq39TbglUsMM7xTM6gfUhkNI3nEqOc366lm5y5ybint9
UGief8/sHGCErYRmhLYFOuZwooPgMncvTR6jelSIaRIYOKj3di1tHzymXOvXYm31
W3mDOo5gu2gwCGHcYwKnhKo0eO9YxZ68ZnRRVwIRvrd4cswolbr+ZnXsTLPwTwk1Y
uz7frgA0Cf78a975erbw8+gPSmamtbwul20taOqlZF3Xg09WsmuHZXg45Vs4iRTP
+]+mUIrZGSGD26BmQTUimvZPF1R04SiZQb8WUw/ufRZMcIXnXkrB1mIWVpgabnTM
p269UPT//qfawtL6hglgLDF4dS9hxtryvk2b51iZSUW6Ekup/eovWbNOxXjL2EVUCO
TRBdwyaoGfVW2FLIRccqiMQBAcdgunGrvXnESsdyPDKW7qp8S/nTuoAeMkISChy?2
ovP+CCZw3YRtpXJwheZMIqv42wz5/WgMsIMOIpQhBIDz6wVD5b4TP1/Qo5aNcpSL
sTuDExuD5cigEkzo58uf7LsGKmmERXVLePSWCw==

MIIEpAIBAAKCAQEA4ycKp84AT5ulcvhhOdebXpEcMQOYp9ALK2SLDGTkdFARtNNSS

SUWUXZGNNTCnkD +r+peTKiZOrPHCxoLCOhLcfzcDAsalgeWG02cM1DfowaWCv2
clgP26KfCITXQKATXGoFrRSIFTOONZuxyS0xErdRiMhhkk18H6WHSGAIwQ8loM3
HIR3AEC/8uSIXQUGXhfHGem/rESqcaY 1iDhN3+vzucDnJHsFAlwvCI0kQ4GzoRQ
jT+CCVRH3z11635Dnu67 MAMKGgDJkw4UNjLUQIDAQABAOCIBAQCLYMKRSqqIKge
r8WsHpa + 3pKFaFppxOC7azh0G3W8805 +sx4X8Yma8kfyAOKFWASKBN1hg+As8vq9
J1VSN8Ur4RpWTDYgbv4fuyHhgFV +rYbD1YaRj4S/41X) +et/b59GG355h4ARVEef
T4xm5TT+kDc3l6Mb5gibWwYik50iUwWUIOPTIITSFLME50yrsAnUsOIRQF/pvmnn
9VVFFaHeC4iDt+pxhXIvstUKFIh9zVumLXSD5QLT +g2YTuLZxe7e7sj0GsHWAWSY
JquwZx5MGV3KcMvB2nMIxot+mBE75fBweicybeUWwYw6OcjeMnBO8MFROX1cggi
VG3ek+aFAoGBAPtVKTq+PKm6/ev435NM/+9vW1lIp67LoCIZ6GPVPYLYWQ2963LU)|

"] certificate-Notepad:txt - Notepad

File Edit Format View Help

MDEwWOTEOMzBaMFIxCzAJBgNVBAYTAKNOMREWDwWYDVQQIDAhTaGFuZ2hhaTEWMBQG

————— BEGIN CERTIFICATE-——-
MIIGdzCCBF+gAwIBAgIQWvx1AEmMEB4om30tTtQ3rEDANBgkqhkiGSyb1NTTDE gMCg
w@BAQWFADBLMQSICOYDVQQGEWIBVDEOMAAGATUE ChMHWmMVSktwHUUOUI
GALUE AXMhwmVybTNTTCBSUOEQRGStYWIul FNLY3VEVMBMGATUE Ai24h2YhZf1R
yZSBTaXR1IENBMBAXDTIZMTIWNDAWMDAWMFoXDTIOMDMWMZIZNTk 10VaFzUJ
0z6NFh/Xd2Nu7050AJg1AaUnTi99PUGuShBew6qB6iyd5SPAStBg37w5] 1u+5hifBULY
nRCKP9/cO12TyiYKWnb3+mLyFRIMMKOq0z8IgGP9/7s8PxHa3Au+g012D558rT40rG
enZuwUgklD5d5fLX1+/W4zOTwAev4fKK)dgs1Xep3teboZGdsqdugqwfefTLVpSLM3 M
XMMYXIYXR1cmEub251MIIBIJANBgkqhkiGIwWOBAQE FAAOCAQEAMIIBCGKCA

QE Apd13Zj7IR5COzo1UHIUVZmBmz7mxmLAdS+C31GMIgN5 LhyciE 1qoFyAbM
osfSexZUHe4A1ncfzH61bhPgpeUTIPGWNXEOsWrzRtjiptLk

-END CERTIFICATE-----

AQABoxMwETAPBgNVHREECDAGhwTAQGSRMAOGCSqGSIb3DQEBCWUAA4ICAQBEPEXg

"] private-Notepad.txt - Notepad
File Edit Format View Help

/ZcuQGDOCS/ +Kuxe5pjbhQyhCf2rquPrjkziDgyvuj+X83MNAWdEdCQWYjN5sd3R /
/

77777 BEGIN RSA PRIVATE KEY----

1frYns5Al Lbj2t8XnodtR3GWXbDEOMAH/ZLTb9hRIx1I F2gQK17gOOnFNILUB830
AQABAOIBAGUYu466V441TOW1mec95XfVoLRO2FgWAzZ2bOrHWqOpLpcXFpw97
Wz6PuEvLyoPLpv2XXs Fab7eZ8mpL8ni+kI9RRBUZPpyMXRBXTg+6hxbYTR1mzM/p
UlenZulwUgkiD5 d5 f LXI+/W4zOTWAev4fKK]dgs1Xep3tebOZGdsqdutfLk+AD/hzH
Q04+XGCQNIiRJ7vh5qlljpDXNNZFd/ddraM7YjQtpOBI50/mRni8VE annrxdsmaP3RE
RtezHBIQE7RDkrEmCozhZ 1TNdBmO7 + RtXOZUPAIWKi]Xvk=pPjbAcGAP/4to1C5i/X2
50AJgoSf56xZUHedAIncfzH6 1bhpgpeUTIPGWNXEQsWrzRtjiptLk1AaUnTi99PU6u9hB
MI IE ogIBAAKCAQE Apd1]Zj7IR5COzo1UHIUVZmBmz7mxmLAdS+C31GMIgN5Lhyci
735L9V]9ulWra)mPkGzY as Mv7mZRR158T7z3fxB6bVVwIDETqoFyAbMMjOz6NFh/X
0w6qB6iyd5PAStBg)7w5)Tu+5hifBULId2NU70/x5sMHNM3BMU2+PqTk89FFs AILFm
6Dk5nYe95gNLOsWr1ZP+IDDUGN/MEYxadfH+4POT

----END RSA PRIVATE KEY-----
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