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1.0 Background Introduction 
If you want to make the browser trust a HTTPS service (hereinafter referred to as the 

service), the service must use a certificate that is on the browser's trusted certificate chain. 
Generally, certificates need to be purchased and bound to a domain name, similar to the 
following image： 
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2.0 Configuration method 

 

2.1 Server configuration 
First, purchase an https certificate online. It is recommended to purchase an https 
certificate on Alibaba. After purchasing the certificate, download the type of certificate file. 
It is recommended to download the nginx type of certificate file. After decompressing the 
downloaded certificate file, you will get two files with the key and pem suffixes. (This 
example uses Linux, but the certificate file for Windows is also a compressed file.) As 
shown in the following figure： 

 

If you are using an nginx type certificate, you can refer to the h5s user manual for the https 
certificate configuration section. 

Use a text compiler (note pad++is recommended) to first clear the content in server.pem, 
and copy the PEM file and key file contents of nginx to server.pem one after another. The 
final file structure can refer to the following figure. 

After modifying the server.pem file, restart the H5S service. 

 

There is another situation where the https certificate is not purchased on Alibaba, but on 
other platforms or locations. The certificate type after purchase is not nginx, but in other 
formats. After decompression, there are no files with the pem or key suffixes, as shown in 
the following image： 
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Then right-click to edit each file after unzipping (it is recommended to use the notepad++ 
text compiler, including the following copying operation, also using notepad++). Don't 
worry about the file icon, just right-click to edit each file and view the contents inside each 
file. 

 

 

Until the file content can be matched with the server.pem file field of h5s. Then copy the 
corresponding file content to the server.pem file of h5s in order (clear the contents of the 
server.pem file before copying). The file format cannot be messed up when copying, as 
shown in the following figure： 
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